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Question: 1

In incident-related widgets, how would you filter the display to only show incidents that were “starred”? 

Create a custom XQL widgetA.

This is not currently supportedB.

Create a custom report and filter on starred incidentsC.

Click the star in the widgetD.

Answer: D

Explanation/Reference:

Reference: https://docs.paloaltonetworks.com/cortex/cortex-xdr/cortex-xdr-prevent-admin/monitoring/cortexxdr-

dashboard/predefined-dashboards.html#:~:text=To filter a widget to,until you clear the star

Question: 2

Which engine, of the following, in Cortex XDR determines the most relevant artifacts in each alert and aggregates all

alerts related to an event into an incident?

Sensor EngineA.

Causality Analysis EngineB.

Log Stitching EngineC.

Causality Chain EngineD.

Answer: B

Explanation/Reference:

Reference: https://docs.paloaltonetworks.com/cortex/cortex-xdr/cortex-xdr-pro-admin/cortex-xdr-overview/ cortex-xdr-

concepts.html
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Question: 3

When investigating security events, which feature in Cortex XDR is useful for reverting the changes on the endpoint?

Remediation AutomationA.

Machine RemediationB.

Automatic RemediationC.

Remediation SuggestionsD.

Answer: D

Explanation/Reference:

Reference: https://docs.paloaltonetworks.com/cortex/cortex-xdr/cortex-xdr-pro-admin/investigation-

andresponse/response-actions/remediate-endpoints.html

Question: 4

Cortex XDR Analytics can alert when detecting activity matching the following MITRE ATT&CKTM techniques. 

Exfiltration, Command and Control, CollectionA.

Exfiltration, Command and Control, Privilege EscalationB.

Exfiltration, Command and Control, Impact C.

Exfiltration, Command and Control, Lateral MovementD.

Answer: D
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Question: 5

What is by far the most common tactic used by ransomware to shut down a victim’s operation? 

preventing the victim from being able to access APIs to cripple infrastructureA.

denying traffic out of the victims network until payment is receivedB.

restricting access to administrative accounts to the victimC.

 encrypting certain files to prevent access by the victimD.

Answer: D

Explanation/Reference:

Reference: https://www.techtarget.com/searchsecurity/definition/ransomware

Question: 6

What license would be required for ingesting external logs from various vendors? 

Cortex XDR Pro per EndpointA.

Cortex XDR Vendor Agnostic ProB.

Cortex XDR Pro per TBC.

Cortex XDR Cloud per Host D.

Answer: C

Explanation/Reference:

Reference: https://docs.paloaltonetworks.com/cortex/cortex-xdr/cortex-xdr-pro-admin/external-data-ingestion/ about-

external-data-ingestion.html


