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Question: 1

Multiple Application Control Events are being displayed in Deep Security after a series of ap-plication
updates and the administrator would like to reset Application Control. How can this be done?

A. On the Deep Security Agent computer, type the following command to reset Application Control:
dsa_control -r

B. Click "Clear All" on the Actions tab in the Deep Security Manager Web console to reset the list of
Application Control events.

C. Application Control can be reset by disabling the Protection Module, then enabling it once again. This
will cause local rulesets to be rebuilt.

D. Application Control can not be reset.

Answer: C

Explanation:

Question: 2

The Firewall Protection Module is enabled on a server through the computer details. What is default
behavior of the Firewall if no rules are yet applied?

A. All traffic is permitted through the firewall until either a Deny or Allow rule is assigned.

B. A collection of default rules will automatically be assigned when the Firewall Protection Module is
enabled.

C. All traffic is blocked by the firewall until an Allow rule is assigned.

D. All traffic is passed through the Firewall using a Bypass rule

Answer: B

Explanation:

Deep Security provides a set of Firewall rules that can be applied to policies or directly to a com-puter.
These default rules provide coverage for typical scenarios.

Set up the Deep Security firewall

Explication: Study Guide - page (219)

Question: 3

The details of a policy are displayed in the exhibit. Based on these details, which of the following
statements is true?
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Policy: Base Policy > Windows

B Cvaryiaw Gonoral  Advanced  Scanner  Evant Forwanding

£ Anti-Malware Evanis A

& Web Reputstion seaimumn sze of the svent log files (on Agentiappliance; Infwetted {4 M) -

E Flrewall Humbe- of avert log files 10 "stam (on Agentsapphanca) Inhardad (3] -

G [itrusn Mravention 15 et meord evantnowith sourse B of Inkwrmad (Manay -

@ Integeity Manitaring Goche Size: Inharied (28] L

@ Loglnsgesion Cuche Lletime Inbreriled §30 Binules) L
spplication Conlral Cache Stale ime: Interited 1135 Minutes] -

W ntertaco Typen Agent configuration Size Warmning

# Sattings Generabe an Alerl when Agund configurabon paoiege exoeds {tiheriled (rea) =

magimun size:
5 Crvarrides

1 Metwork Engine Settings
Helwork Engine Modo: Inbwarited (lnfiney -

wnTr | Firawall, Intrusion Freventan, and Wab Sepulation aperata m Batect-anly mada when the Networs Engine & in 1ap mpde.

Fallure Respansa;

Metwinrs Frgina-Systemn Faluna:

Hedwars Packet Samiby Conch Fadure: Inhwerded (Fail closed)

Anli-Evosion Posture: Inhuesrilisd Rarimal] -

snTr | antEvasion settngs srairal 95 natwark enging handkng of sbanmmal pack hat may e attemptng T avada analysis
Momnal mode 2 Wned to prevant svasian of IFS niles wit falan posttiies, Srict mode parfarms mons stingsat checking
but could result In-some fabse-poaiiive reaults. Custom minde enabiles youta speciiy how Arti-Evasian checidag iz
perlarmed

advanced Netwark Engine Optians

B nerites =

Reaet Cloas

A. The credibility scores for visited web sites will be cached. If access to the web site is re-quested again
within 30 minutes, its credibility score will be retrieved from the cache instead of the configured Smart
Protection source.

B. Packets failing the Network Packet Sanity Check will still be allowed to pass through the network
engine.

C. Any events generated by computers within your corporate network, as defined by an IP address range,
will be ignored

D. Live packet streams coming through the network engine will be replicated and all traffic analysis will
be performed on the replicated stream

Answer: A

Explanation:

Question: 4

The Intrusion Prevention Protection Module is enabled, but the traffic it is trying to analyze is encrypted
through https. How is it possible for the Intrusion Prevention Protection Module to monitor this
encrypted traffic against the assigned rules?

A. It is possible to monitor the https traffic by creating an SSL Configuration. Creating a new SSL
Configuration will make the key information needed to decrypt the traffic available to the Deep Security
Agent.

B. The Intrusion Prevention Protection Module is not able to analyze encrypted https traffic.
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C. The Intrusion Prevention Protection Module can only analyze https traffic originating from other
servers hosting a Deep Security Agent.

D. The Intrusion Prevention Protection Module can analyze https traffic if the public cer-tificate of the
originating server is imported into the certificate store on the Deep Secu-rity Agent computer.

Answer: A

Explanation:

inrusion-prevention-ssl-traffic

Question: 5

Which of following statements best describes Machine Learning in Deep Security?

A. Machine Learning is malware detection technique in which features of an executable file are
compared against a cloud-based learning model to determine the probability of the file being malware.
B. Machine Learning is a malware detection technique in which files are scanned based on the true file
type as determined by the file content, not the extension.

C. Machine Learning is a malware detection technique in which the Deep Security Agent monitors
process memory in real time and once a process is deemed to be suspicious, Deep Security will perform
additional checks with the Smart Protection Network to determine if this is a known good process.

D. Machine Learning is malware detection technique in which processes on the protected computer are
monitored for actions that are not typically performed by a given process.

Answer: A

Explanation:

Predictive Machine Learning
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