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Question: 1

Which is a feature mentioned in the DNS security module?

A. Layer-4 monitoring
B. Umbrella
C. Real-time sandboxing
D. Data Loss Prevention

Answer: B

Question: 2

Which two products are part of Cisco’s Data Center threat-centric solution? (Choose two.)

A. Rapid threat detection through NGFW and NGFWv
B. Enforced device security with Meraki
C. URL filtering
D. Relationship segmentation
E. Automated policy enforcement with ASAv

Answer: A E

Question: 3

How is Cisco Security able to dynamically add IP addresses of known malware domains to its list of
ports to detect and block?

A. Reputation Filtering
B. Layer-4 Monitoring
C. Data Loss Prevention
D. URL Filtering

Answer: A
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Question: 4

Which three Cisco solutions are covered in the Advanced Threat module? (Choose three.)

A. Cognitive Threat Analytics
B. Intrusion Analytics
C. AMP
D. Cisco Defense Orchestrator
E. NGIPSCisco
F. Cisco ThreatGrid

Answer: ABC

Question: 5

Which is a component of Cisco’s Web and E-mail Security Solution?

A. Device Profiling
B. Next Generation Intrusion Prevention System
C. Next Generation Firewall
D. DNS-Layer security

Answer: D

Question: 6

Which feature of Cisco ISE uses Cisco TrustSec Security Group Tags to edit networks dynamically
rather than with VLANs?

A. Device profiling and onboarding
B. Role and device segmentation
C. Guest Access
D. Secure remote access

Answer: B

Question: 7

Which two Cisco solution are part of the Mobile threat centric solution? (Choose two.)

A. Cisco AnyConnect
B. Cisco Umbrella
C. Cisco NGFW
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D. Cisco NGIPS
E. Cisco Defense Orchestrator

Answer: A B

Question: 8

Which feature of Cisco AnyConnect allows pre-login authentication using windows machines, or
single sign-on user authentication using Windows logon credentials?

A. Secure Layer-2 Network Access
B. Flexible AAA Options
C. Differentiated Mobile Access
D. Trusted Network Detection

Answer: A

Question: 9

Which is a key feature that Advanced Malware Protection provides?

A. Dynamic Content Analysis
B. Reputation Analytics
C. Retrospective Security
D. Dynamic URL Filtering

Answer: A

Question: 10

Which three options are attack vectors protected by Email Security? (Choose three.)

A. Endpoints
B. Offline Devices
C. Mobile
D. E-mail
E. Voicemail
F. Backups

Answer: A C D
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