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Question: 1

Which installation type options are available when defining Client Install Settings?

A. Interactive, Silent, and Unattended
B. Interactive, Restart, and Silent
C. Restart, Silent, and Unmanaged
D. Enable, Log, and Silent

Answer: A

Question: 2

In which Client Management Log can you identify when the client last connected to the Symantec
Endpoint Protection Manager?

A. Control
B. Security
C. System
D. Compliance

Answer: C

Question: 3

Which log type displays configured firewall connections?

A. Compliance
B. System
C. Traffic
D. Audit

Answer: C

Question: 4

What are the three configurable actions in TruScan Proactive Threat Scan? (Choose three.)

A. log suspect process only
B. set a public SNMP trap
C. quarantine suspect process
D. terminate the suspect process
E. generate dump of system state
F. suspend the suspect process
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Answer: A, C, D

Question: 5

Which firewall technique helps prevent OS fingerprinting?

A. randomize TTL value
B. close the IDENT port
C. use varying ranges of ephemeral ports
D. set QOS values to 0

Answer: A

Question: 6

Which two engines does Symantec Intrusion Prevention contain that identify attack signatures?
(Choose two.)

A. protocol anomaly based engine
B. stream based engine
C. packet based engine
D. inference based engine
E. reputation based engine

Answer: B, C

Question: 7

Which statement is true about the Database Backup and Restore utility?

A. It only backs up an embedded database.
B. It allows you to define the backup location.
C. It saves database backups to the local computer.
D. It is run from the Symantec Endpoint Protection Manager console.

Answer: C

Question: 8

In which order are exceptions processed?

A. antispyware then antivirus
B. administrator then user
C. Intrusion Prevention then firewall
D. Computer mode then User mode
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Answer: B

Question: 9

What is a possible use for a Custom IPS signature?

A. to send a TCP reset
B. to detect connected USB devices
C. to identify Internet Relay Chat (IRC)
D. to identify presence of a file on a local hard drive

Answer: C

Question: 10

Inheritance is turned on for groups LLSCO, Group A, Laptops, and Group 2 (outlined). Without turning
inheritance off, which top level group must be modified to affect users in the Laptop group?

A. Desktops
B. Laptops
C. Group 1
D. Group A

Answer: C

Question: 11

When a security-related condition is met, which notification action can be performed?
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A. send an SNMP trap
B. alert with a GUI popup on the admin console
C. run a batch file or another executable file
D. send an alert to a client

Answer: C

Question: 12

When a Group Update Provider (GUP) goes offline, what provides definition updates to the GUP's
clients?

A. Symantec LiveUpdate Servers
B. Internal LiveUpdate Server
C. Symantec Endpoint Protection Manager
D. A different Group Update Provider

Answer: C

Question: 13

Which criteria can be used to define a process when creating an Application Control rule? (Choose
three.)

A. wildcards
B. drive type
C. username
D. regular expressions
E. port used by process

Answer: A, B, D

Question: 14

On which Symantec Endpoint Protection Manager console page are notifications configured?

A. Home
B. Monitors
C. Reports
D. Admin

Answer: B

Question: 15
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What can you select when defining a new administrator account?

A. a minimum and maximum password length
B. a logon attempt threshold
C. a specific management server
D. a domain

Answer: B
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