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Question: 1

Identify four data stores or repositories used by Oracle Identity Federation (OIF) 11g. (Choose four.)

A. Federation data store
B. User data store
C. Audit data store
D. Session and Message data store
E. Reportsdata store
F. Configuration data store
G. Role data store

Answer: A,B,D,F

Explanation:
https://docs.oracle.com/cd/E21764_01/install.1111/e12002/federation.htm#INOIM1112

Question: 2

Which authentication scheme is the preferred option for integrating OAM with OAAM in 11gR2?

A. OAAMBasic authentication scheme
B. TAPScheme authentication scheme
C. OAAMAdvanced authentication scheme
D. LDAPScheme authentication scheme

Answer: C

Explanation:
https://docs.oracle.com/cd/E23943_01/doc.1111/e15740/aam.htm#AIING263

Question: 3

Which protocol does WebGate use to communicate with the Access Manager server? (choose the
best answer.)

A. TCP
B. HTTP
C. SSL
D. Oracle AccessProtocol (OAP)
E. Policy Administration Protocol (PAP)

Answer: C
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Explanation:
http://docs.oracle.com/cd/E25178_01/doc.1111/e15478/keytool.htm

Question: 4

In Security Token Service, what is the prerequisite when managing a Token Issuance Template?
(Choose the best answer.)

A. Confirm whether the desired LDAP Identity Store is registered with and configured as the Default
Store.
B. A WebGatemust be registered with Oracle Identity Federation.
C. The WSS Validation Template must be configured to accept only X.509 certificates.
D. SAML tokens must be present in the SOAP header.

Answer: D

Explanation:
http://docs.oracle.com/cd/E25178_01/doc.1111/e15478/osts_compnt.htm#CDDDDADE(about
servers and oracle security token service)

Question: 5

In an enterprise deployment, where are the binary and library files that are required for Oracle
Access Management located? (Choose the best answer.)

A. IDM_ORACLE_HOME
B. IAM_ORACLE_HOME
C. ORACLE_COMMON_HOME
D. IAM_MW_HOME/iam

Answer: D

Explanation:
https://docs.oracle.com/cd/E40329_01/doc.1112/e48635/preprov.htm

Question: 6

How would you add support for additional Internet Identity Providers for Oracle Access Management
Mobile and Social, other than the preconfigured ones such as Facebook and LinkedIn? (Choose the
best answer.)

A. You do this by implementing theoracle.security.idaas.rp.spi.ServiceproviderJava interface.
B. Support for Internet Identity Providers is limited to the ones that are available out of the box from
Oracle Access Management.
C. Support for Internet Identity Providers is enabled through the connectors built on the Identity
Connector Framework (ICF).
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D. You do this by implementing theoracle.security.idaas.rp.spi.IdentityProviderJava interface.

Answer: D

Explanation:
https://docs.oracle.com/cd/E37115_01/admin.1112/e27239/oicconfiginetidentitysrvcs.htm#AIAAG8
280

Question: 7

Identify two protocols that the Oracle Access Management Social module supports for
Authentication and Authorization using Internet Identity services. (Choose two.)

A. OpenID
B. WebID
C. BrowserID
D. Windows Live ID
E. OAuth

Answer: A,E

Explanation:
https://docs.oracle.com/cd/E37115_01/admin.1112/e27239/oicconfiginetidentitysrvcs.htm#AIAAG8
280

Question: 8

Which two earlier technologies does Oracle Access Manager 11g replace and provide a converged
platform for? (Choose two.)

A. Oracle Access Manager 10g
B. Oracle Identity Manager 10g
C. Oracle Application Server SSO (OSSO) 10g
D. Oracle WebCenter 10g
E. Oracle Enterprise Single Sing-On

Answer: A,C

Explanation:
https://docs.oracle.com/cd/E40329_01/admin.1112/e27239/omgtintro.htm#AIAAG1700
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